PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

Bluetooth Baseband LSI

Panasonic PAN1026

Toshiba TC35661

Serial Port (SPP)
Message Sequence Chart

June.2013

24th-June-2013  1/29



PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

000630EBA1-000809TS

® PANASONIC is continually working to improve the quality and reliability of its products. Nevertheless, semiconductor devices in
general can malfunction or fail due to their inherent electrical sensitivity and vulnerability to physicalstress. It is the responsibility of
the buyer, when utilizing PANASONIC products, to comply with the standards of safety in making a safe design for the entire
system, and to avoid situations in which a malfunction or failure of such PANASONIC products could cause loss of human life,
bodily injury or damage to property.
In developing your designs, please ensure that PANASONIC products are used within specified operating ranges asset forthin the
most recent PANASONIC products specifications.

® The PANASONIC products listed in this document are intended for usage in general electronics applications (computer, personal
equipment, office equipment, measuring equipment, industrial robotics, domestic appliances, etc.). These PANASONIC products
are neither intended nor warranted for usage in equipment that requires extraordinarily high quality and/or reliability or a
malfunction or failure of which may cause loss of human life or bodily injury (“Unintended Usage”). Unintended Usage include
atomic energy control instruments, airplane or spaceship instruments, transportation instruments, traffic signal instruments,
combustion control instruments, medical instruments, all types of safety devices, etc.. Unintended Usage of PANASONIC products
listed inthis document s hall be made at the customer’s own risk.

® The products described inthis document are subject to the foreign exchange and foreign trade laws.

® The information contained herein is presented only as a guide for the applications of our products. No responsibility is assumed
by PANASONIC CORPORATION for any infingements of intellectual property or other rights of the third parties which may result
from its use. No license is granted by implication or otherwise under any intellectual property or other rights of PANASONIC
CORPORATION or others.

® The information contained herein is subject to change without notice.

® The information contained herein is presented only as a guide for the product operation, its functions, and applications. We
request that the operation of any application system incorporating this productis fully tested by system vendor.
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)
1. Serial Port MSC

1.1

SPP Setup

Host TC35661

TCU_MNG_INIT_REQ

(Supported_Feature_Profile,
Length_of _Device_Name, Device_Name)

\ 4

TCU_MNG_INIT_RESP
(Status, BD_ADDR)

TCU_MNG_STANDARD_HCI_SET_REQ
(OpCode=0x0C24, ClassOfDevice=0xXXXX; X)

TCU_MNG_STANDARD_HCI_SET_RESP
(Status = 0x00: Successful, CommandOpCodle=0x0C24)

TCU_SPP_SETUP_REQ
(None)

\4

TCU_SPP_SETUP_RESP
(Status)

Cellular Phone

24th-June-2013
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

1.2 SPP DevA Connection

1.2.1 Pairing

Cellular Phone

Host TC35661

TCU_SPP_CONNECT_REQ
(BD_ADDR, BaudRate, DataFormat,
FlowControl, XonChar, XoffChar, ParmMask Connet request
Server_Channel_Validity, Sever_Channel ,
Use of Link Key, Link Key)
TCU_ACCEPT

(Status, Command_ServicelD,
Command_OpCode)

[
»

7

Remote name request \
¢TCU_MNG_PIN_REQUEST_EVENT PIN. CODE

(BD_ADDR,; ENTRY
Length:of Device::Name, Device:Name)

=

. . I
i This sequence is
1

inot used, when: < TCU_MNG_PIN WRITE_REQ
{link key is used. | “(BD_ADDR, Length_of PIN_Code, Isfl\];éc:je)/‘
—————————————— LMP
l TCU_MNG_PIN_WRITE RESP \AUTHENTICATION
- S ey

I
1 Link key is *~<.

o ~:_‘TCU_MNG_CONNECTION_STATUS_EVEIIIT
It Yo = iicliot- Yhishaecy Sotodshimdeopiiimiobbs - JonesRioutobat - otcnon

) EFIEETSE K (Status, BD_ADDR.

[_ ] Connection:Status =-0x03: Link Key, Link Key, Link Key Type)

ESTABLISHED ACL LINK >

Q >
o
>
>
9]
Q
=3
o
>
=
[¢)
2]
=
=3
e
’

7~~2s] TCU_MNG_CONNECTION_STATUS_EVENT

(Status, BD_ADDR,
Connection_Status = 0x00: Connected)

SDP SERVICE

N/

RFCOMM CONN.

TCU_SPP_CONNECT_EVENT ESTABLISHMENT

(Status, BD_ADDR, Negotiated_Frame_Size

Length_of_Device_Name, Device_Namei
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

1.2.2  With Linkkey

Host TC35661

Cellular Phone

]
i Host sets ~~.
1

i Linkkey

r
I
1 I
!
1

i notifies ACL

]
1
1 link :
] 1

| connection

____________

IS N ‘TCU_M NG_CONNECTION_STATUS_EVENT

TCU_SPP_CONNECT_REQ

(BD_ADDR, BaudRate, DataFormat,
FlowControl, XonChar, XoffChar, ParmMask

>.

Connect request

Server_Channel_Validity, Sever_Channel,

Use_of_Link_Key, Link_Key)

_ TCU_ACCEPT
(Status, Command_ServicelD,

Command_OpCode)

<

ESTABLISHED ACL LINK

(Status, BD_ADDR,
Connection_Status = 0x00: Connected)

SDP SERVICE

TCU_SPP_CONNECT_EVENT

(Status, BD_ADDR, Negotiated_Frame_Size,
Length_of Device_Name, Device_Name)

RFCOMM CONN.
ESTABLISHMENT

24th-June-2013
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

1.3 SPP DevB Connection
1.3.1 Pairing
Host TC35661

Cellular Phone

| TCU_MNG_CONNECTION_ACCEPT_RESF

Connect request

TCU MNG_CONNECTION REQUEST_ EVH

(BD_ADDR, Class_of_Device)
TCU_MNG_CONNECTION_ACCEPT_REQ‘

(Response_Type, BD_ADDR, Use_of_Link:K

ey, Link_Key)

(Status, BD_ADDR)

| This sequence isi
1
1not used, when i

'link key is used. |

S e

<

¢ FCU_MNGPIN REQUEST EVENT. = - ]

Remote name request

(BD::ADDR,;
Length:of Device: :Name; Device.::Name)

TCU_MNG. PIN WRITE REQ

................................. .>
(BD._ ADDR, Length_of PIN_Code, PIN_Cod

TCU MNG_PIN WRITE RESP

(Status)

<. ..................................
(Status; BD:ADDR,

TCU:-MNG:CONNECTION::STATUS EVENT

Connection::Status =:0x03: Link Key, Link Kfy, Link Key Type)
|

ENTRY

PIN CODE\

= v

LMP
AUTHENTICATION

=

| notifies  ACL
 link
1

| connection S~

ESTABLISHED ACL LINK

(Status, BD_ADDR,
Connection_Status = 0x00: Connected)

TCU_MNG_CONNECTION_STATUS_EVENT

SDP SERVICE

TCU_SPP_CONNECT_EVENT

(Status, BD_ADDR, Negotiated_Frame_Size
Length_of _Device_Name, Device_Name)

N/

RFCOMM CONN.
ESTABLISHMENT

24th-June-2013
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

1.3.2 With Linkkey

Host

Cellular Phone

TC35661

' notifies ACL
 link

| connection

Connect request

TCU MNG CONNECTION REQUEST EVH

NT

(BD_ADDR, Class_of_Device)
TCU_MNG_CONNECTION_ACCEPT_REQ

k TCU_MNG_CONNECTION_ACCEPT_RESH

(Response_Type, BD_ADDR, Use_of_Link_'K

ey, Link_Key)

(Status, BD_ADDR)

ESTABLISHED ACL LINK

TCU_MNG_CONNECTION_STATUS_EVEN|T

(Status, BD_ADDR,
Connection_Status = 0x00: Connected)

SDP SERVICE

TCU_SPP_CONNECT_EVENT

N/

RFCOMM CONN.
ESTABLISHMENT

(Status, BD_ADDR, Negotiated_Frame_Size
Length_of_Device_Name, Device_Name)

24th-June-2013
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

1.4 SPP Disconnect

Host TC35661

TCU_SPP_DISCONNECT REQ
(None)

A\ 4

TCU_ACCEPT

X (Status, Command_ServicelD,
Command_OpCode)

Cellular Phone

Established SPP
connection

Disconnect request

Disconnect event

ACL LINK
DISCONNECTION

TCU_MNG_CONNECTION_STATUS_EVENT
" (Status, BD_ADDR,

Connection_Status = 0x01 Disconnected)

TCU_SPP_DISCONNECT_EVENT
‘(Status, BD_ADDR, Reason)

24th-June-2013
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

1.5

151

SPP Connection Cancel

Start to connect from A-Party; disconnect before ACL connection

Host

Cellular Phone

TC35661

TCU_SPP_CONNECT_REQ

»
>

(BD_ADDR, BaudRate, DataFormat,
FlowControl, XonChar, XoffChar, ParmMask
Server_Channel_Validity,
Sever_Channel,Use_of_Link_Key, Link_Key

| TCU_ACCEPT

(Status, Command_ServicelD,

Command_OpCode)

s

TCU_SPP_DISCONNECT_REQ

v

Remote name requey

(None)

TCU_ACCEPT

(Status, Command_ServicelD,
Command_OpCode)

TCU_MNG_CONNECTION_STATUS_EVEN|

(Status=0x81, BD_ADDR, Connection_Statug

TCU SPP_DISCONNECT EVENT

= 0x02)

(Status=0x00, BD_ADDR, Reason=0x01)

24th-June-2013
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

152

Start to connect from A-Party; disconnect during RFCOMM conn establishment

Host BB

LSI

TCU_SPP_CONNECT_REQ

Cellular Phone

(BD_ADDR, BaudRate, DataFormat, -
FlowControl, XonChar, XoffChar, ParmMask
Server_Channel_Validity,

Sever_Channel,Use_of_Link_Key, Link_Key

TCU_ACCEPT

D (Status, Command_ServicelD,

Command_OpCode) <

ESTABLISH ACL L

T

TCU_SPP_DISCONNECT_REQ

SDP SERVICE

(None)

TCU_ACCEPT

(Status, Command_ServicelD,
Command_OpCode)

_- .
_____________ r———y

iReIease RFCOMM conn |
'after RFCOMM  conn,
| establishment |
1

_______________________

\/

RFCOMM conn
Establishment

Release

< RFCOMM conn

Disconnect ACL lin

N
/

k

TCU_MNG_CONNECTION_STATUS_EVEN|T

(Status=0x00, BD_ADDR, Connection_Status

l‘TCU SPP_DISCONNECT EVENT

= 0x01)

(Status=0x00, BD_ADDR, Reason=0x01)

24th-June-2013

12/29



PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

SPP Data Transfer

Host

TC35661

Cellular Phone

1.6
' This~ command |
rdoes not exit!

N

I .
1from sniff mode  *+

_______________ <\

L 1
1

ISPP data transfer.
1 speed is slow during
+ sniff mode. ‘\

r-- -~ -T-TTTTsSsTs =T 1
1

ISPP data transfer:
:speed during active:
:mode is faster than:
! during sniff mode. \

Established SPP
connection

LMP_sniff_req

LMP_accepted

[

Sniff mode

TCU_MNG_CONNECTION_STATUS_EVEN

(Status, BD_ADDR,
Connection_Status = 0x06: Mode Change Sn|

TCU_SPP_DATA_TRANSFER_REQ

\4

(Length_of Data, Data)

TCU_ACCEPT

(Status, Command_ServicelD,
Command_OpCode)

Data transfer

TCU_SPP_DATA_SEND_EVENT

(None)

TCU_MNG_EXIT_SNI FF_MODE_CONTROl_ |

(BD_ADDR)

TCU_MNG_EXIT_SNIFF_MODE_CONTROL

(Status=0x00: Success)

[

TCU_MNG_CONNECTION_STATUS_EVEN

(Status, BD_ADDR,
Connection_Status = 0x04: Mode Change Ac
TCU_SPP_DATA_TRANSFER_REQ

>

(Length_of Data, Data)

REQ
| RESP
LMP_unsniff_req
LMP_accepted
Active mode
r
ive)

24th-June-2013
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TCU_ACCEPT

(Status, Command_ServicelD,
Command_OpCode)

Data transfer

\ 4

TCU_SPP_DATA_SEND_EVENT
(None)

TCU_MNG_SNIFF_MODE_CONTROL_RE(
(BD_ADDR, Max_Interval, Min_lInterval, Atte mpt, Timeout)

TCU_ACCEPT

(Status, Command_ServicelD,
Command_OpCode)

LMP_sniff_req

LMP_accepted

[ Sniff mode ]

TCU_MNG_CONNECTION_STATUS_EVENJ

e
(Status, BD_ADDR,
Connection_Status = 0x06: Mode Change Sniff)
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1.7

SPP Data Receive

Host

TC35661

TCU_SPP_DATA_RECEIVE_EVENT

Cellular Phone

Established SPP
connection

Data transfer

(Length_of Data, Data)

24th-June-2013
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1.8

SPP Data Line Status Notice

Host

TC35661

TCU_SPP_LINE_NOTIFY_EVENT

Cellular Phone

Established SPP
connection

Line status

(Line_Status)

24th-June-2013
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

1.9

Restriction during Sniff Exit

Host

TC35661

Cellular Phone

___________________

IThIS command is not!
. avairable during ! '
.TCU MNG_EXIT_SNI '
' FF_MODE_CONTROL -
i _REQ and !
1 TCU_MNG CONNECTI
.ION _STATUS EVENT(I
. mode change:Sniff) '

Established SPP
connection

LMP_sniff_req

LMP_accepted

[

Sniff mode

TCU_MNG_CONNECTION_STATUS_EVENJ

(Status, BD_ADDR,

Connection_Status = 0x06: Mode Change Snff)

TCU_MNG_EXIT_SNIFF_MODE_CONTROL

(BD_ADDR)

TCU_MNG_EXIT_SNIFF_MODE_CONTROL]|

.| TCU_SPP_DISCONNECT_REQ

(Status=0x00: Success)

| REQ

RESP
LMP_unsniff_req

' TCU_ACCEPT

\4

(None)

(Status = 0x96: Fail, Command_ServicelD, C

mmand_OpCode)

LMP_accepted

Active mode

24th-June-2013
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1.10 SPP UUID value setting

1.10.1 Pairing from local device

Host

TC35661

Cellular Phone

i is enable when -’
! SPP is not]
:started. !

W

TCU_SPP_UUID_ASSIGN_REQ R

(Initiate_UUID_Data_Type, Initiate_UUID_V3
Accept_UUID_Data_Type, Accept_UUID_V34

TCU_SPP_UUID_ASSIGN_RESP

(Status = 0x00: Success)

TCU_SPP_SETUP_REQ

\4

(None)

TCU_SPP_SETUP_RESP

(Status)

TCU_SPP_CONNECT_REQ

lue,

ue)

(BD_ADDR, BaudRate, DataFormat,
FlowControl, XonChar, XoffChar, ParmMask

Connet request

A 4

Server_Channel_Validity, Sever_Channel ,

Use of Link Key, Link Key)
TCU_ACCEPT

(Status, Command_ServicelD,
Command_OpCode)

T~ |
—\/\_

.
Fr—S T~~~ —— === === —=--- 7
1

Initiate_UUID_Value. %7,

SDP SERVICE

1 is used.

7
I I
I
I
!

TCU_SPP_CONNECT_EVENT

(Status, BD_ADDR, Negotiated_Frame_Size
Length_of_Device_Name, Device_Name)

N/

RFCOMM CONN.
ESTABLISHMENT

24th-June-2013

18/29



PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)

1.10.2 Pairing from remote device

I "\ L
1 This command is */
/

i enable
! SPP
1 started.

_______________

is

Cellular Phone

Host TC35

661

TCU_SPP_UUID_ASSIGN_REQ -

1
/s

when J/
not!

(Initiate_UUID_Data_Type, Initiate_UUID_V4|

Accept_UUID_Data_Type, Accept_UUID_Vdue)

TCU_SPP_UUID_ASSIGN_RESP

(Status = 0x00: Success)

TCU_SPP_SETUP_REQ

\4

(None)

TCU SPP_SFTUP RESP

(Status)

ue,

Connect request

TCU MNG CONNECTION REQUEST_ EVH

(BD_ADDR, Class_of_Device)
TCU_MNG_CONNECTION_ACCEPT_REQ

(Response_Type, BD_ADDR, Use_of_Link_T<ey, Link_Key)

TCU_MNG_CONNECTION_ACCEPT_RESH

?

(Status, BD_ADDR)

TCU_SPP_CONNECT_EVENT

(Status, BD_ADDR, Negotiated_Frame_Size
Length_of _Device_Name, Device_Name)

T~
\/\_

NT

SDP SERVICE

RFCOMM CONN.
ESTABLISHMENT

24th-June-2013
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PANASONIC Bluetooth Module PAN1026 TC35661-ROM501 MSC(SPP)
1.11 Security Mode 4

1.11.1 Pairing with Numeric Comparison from remote device

Host

Cellular Phone

TC35661

e

! |

[

+link :

:connection 1
1

i Remote
! Device
! Name

fmmmmm—————
1

! notifies
! Number to

i
1

ILink key is!
1rgenerated !
)

Page scan enabled

> ACL LINK CONNECTION

REOILIEST

JCU_MNG_CONNECTION_REQUEST_EV
TCU_MNG_CONNECTION_ACCEPT_REQ

'TCU_MNG_CONNECTION_ACCEPT_RESP

T

ACCEPT ACL LINK REQUEST

TCU_MNG_CONNECTION_STATUS_EVENT <

ACL link established

>

(Status, BD_ADDR,
Caonnection Status = Ox00: Connected)

TCU_MNG_SSP_INFO_EVENT
(HCI_IO_Capability Response_Event, BD_ADDR)
10_Capability, OOB_Data_Present,
Authentication Required)

_TCU_MNG_SSP_INFO_EVENT

TCU_MNG_SSP_SET_REQ »
(HCI_IO_Capability_Request_Reply, BD_ADDR,
10_Capability, OOB_Data_Present, Authenticatiof

R

TCU_MNG_ REMOTE_DEVICE_NAME_AUTO_NPTIFY_EVENT

~Ne(BD ADDR. Lenath of Device Name. Devige Name)

(HCI 10 Capability Request Event, BD ADDR)

LMP_IO_Capability_req

HCI_Authenfication_
Requested_Req

LMP_IO_Capability_res

Required)

| TCU_MNG_SSP_SET_RESP

HCI_IO_Capability_
pi Response_Event

(HCI_Command_Complete, Status)
TCU_MNG_SSP_INFO_EVENT

<

Exchange public key

(HCI User Comfirmation Request Fvent

BD ADDR. Numeric Value)

TCU_MNG_SSP_SET_REQ

TCU_MNG_SSP_SET_RESP

(HCI_Command_Complete, Status)

ADDR)

TCU_MNG_SSP_INFO_EVENT

Check DH key

(HCl User Confirmation Reguest Reply R'
(HCI_Simple_Pairing_Complete_Event,
BD ADDR

TCU MNG CONNECTION STATUS EVENT
(Status, BD_ADDR,

L2CAP connection request

Connection_Status = 0x03, Link Key, Link_Kd

_Type)

v

24th-June-2013
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1.11.2 Pairing with Just Works from remote device

Host TC35661

link
! connection

! notifies
: ACL

' Remote
1 .

! Device
! Name

e
1

Do not notify ,
1to user (auto
1 response from |

i Host)

r
1
1

! generated

\

~

__________

Link key is

Enabled Page Scan

Cellular Phone

> ACL LINK CONNECTION

REOIIEST

JCU_MNG CONNECTION REQUEST _EV
“ICU MNG_CONNECTION_ACCEPT_REQ

T

TCU_MNG_CONNECTION_ACCEPT_RESP

ACCEPT ACL LINK REQUEST

TCU_MNG_CONNECTION_STATUS_EVEN1<

ACL link established

>

(Qt:mlcv RI’)_AI')I')IQV
Connection Status = 0x00: Connected)

1«

LMP_IO_Capability_req

HCI_Authenfication_
Requested_Req

JCU_MNG_SSP_INFO_EVENT
(HCI_IO_Capability Response_Event, BD_ADDR)
10_Capability, OOB_Data_Present,

Authentication Required)

TCU_MNG_ REMOTE_DEVICE_NAME_AUTO_N
(BD_ADDR, Length_of_Device_Name, Devidg
_TCU_MNG_SSP_INFO_EVENT
‘(HCI_IO_CapabiIity_Request_Event, BD_AD

TCU_MNG_SSP_SET_REQ
(HCI_IO_Capability Request_Reply, BD_ADDR,
I0_Capability, OOB_Data_Present,

DR)
»

OTIFY_EVENT
e_Name)

LMP_IO_Capability_res

HCI_IO_Capability

Authentication Required)

| TCU_MNG_SSP_SET_RESP

(HCI_Command_Complete, Status)

» Response_Event

»
»

Public Key exchange

1 <
|
|

- TCU_MNG_SSP_INFO_EVENT

N

(HCI_User_Comfirmation_Request_Event,

BD ADDR. Numeric Value)
TCU_MNG_SSP_SET_REQ

(HCI_User_Confirmation_Request_Reply, BD
TCU_MNG_SSP_SET_RESP

(HCI_Command_Complete, Status)

| ADDR)

Check DHkey

! TCU_MNG_SSP_INFO_EVENT

|

] (HCI_Simple_Pairing_Complete_Event, BD__
TCU_MNG_CONNECTION_STATUS_EVENJT

(Status, BD_ADDR,
Connection_Status = 0x03, Link Key, Link_K¢

\DDR)

X—TM_%AP connection request

24th-June-2013
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1.11.3 Pairing with Numeric Comparison from local device

Host

Cellular Phone

TC35661

i'n'oiifiéé R
1 ACL link |
+ connection *\

[mmmmm—————
1

! notifies 1
! Number to
ruser 3

TCU SPP CONNECT REQ

(BD_ADDR, BaudRate, DataFormat, e
FlowControl, XonChar, XoffChar, ParmMaskServe

Use_of_Link_Key=0x00: not use)
TCU_ACCEPT

| Channel_Validity,Sever_Channel,
ACL LINK CONNECTION

REOUEST

(Status, Command_ServicelD,
Command_OpCode)

 ACCEPT ACL LINK REQUEST

<

ACL link established >

TCU_MNG_CONNECTION_STATUS_EVENT

(Status, BD_ADDR,
Connection_Status = 0x00: Connected)

TCU_MNG_ REMOTE_DEVICE_NAME_AUTO_N(

HCI_Authentication_Request

automatically

TIFY_EVENT

(BD_ADDR, Length_of_Device_Name, Devicg

_Name)

| TCU_MNG_SSP_INFO_EVENT
(HCI_IO_Capability_Request_Event, BD_AD

TCU MNG SSP SET REQ

DR)

(HCI_IO_Capability_Request_Reply, BD_AD
IO_Capability, OOB_Data_Present,

Authentication Reqiiired)

TCU MNG SSP SET RESP

(HClI Command Complete, Status)

LMP_IO_Capability_req

LMP_IO_Capability_res

TCU_MNG_SSP_INFO_EVENT

(HCI_IO_Capability_Response_Event,
BD_ADDR)

IO Capability, OOB Data Present, <

Public Key exchange

«TCU MNG SSP INFO EVENT

(HCI_User_Comfirmation_Request_Event, B

TCU MNG SSP SET REQ

D ADDR, Numeric_Value)

(HCI User Confirmation Request Reply,
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Q -
)
>
9]
=
>
®
o

TCU MNG SSP SET RESP

(HCI Command Complete. Status)

TCU_MNG_SSP_INFO_EVENT

<

Check DHkey

>

(HCI_Simple_Pairing_Complete_Event, BD_ADDR)

_TCU_MNG_CONNECTION_STATUS_EVENT

(Status, BD_ADDR,

Connection_Status = 0x03, Link Key, LinkKey_Type)

L2CAP connection request
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1.11.4 Pairing with Just Works from local device

Host

Cellular Phone

TC35661

EACL link |
+ connection *\

Femmmm e ——
1

Do not notify |
1to user (auto |
1 response from |
! Host)

TCU_SPP_CONNECT REQ

(BD_ADDR, BaudRate, DataFormat, g
FlowControl, XonChar, XoffChar, ParmMaskServer,
Use_of_Link_Key=0x00: not use)

TCU_ACCEPT

| Channel_Validity,Sever_Channel,

ACL LINK CONNECTION

REOUEST

(Status, Command_ServicelD,
Command_OpCode)

»

ACCEPT ACL LINK REQUEST

<

ACL link established

TCU_MNG_CONNECTION_STATUS_EVENT

(Status, BD_ADDR,
Connection_Status = 0x00: Connected)

TCU_MNG_ REMOTE_DEVICE_NAME_AUTO_N

HCI_Authentication_Request
automatically

DTIFY_EVENT

(BD_ADDR, Length_of_Device_Name, Devid

TCU_MNG_SSP_INFO_EVENT

e _Name)

(HCI_IO_Capability_Request_Event, BD_AD

TCU MNG SSP_SET REQ

DR)

(HCI_IO_Capability_Request_Reply, BD_AD

Authentication Required)

TCU MNG SSP SET RESP

DR, 10_Capability, OOB_Data_Pregent,

(HClI Command Complete, Status)

LMP_IO_Capability_req

LMP_IO_Capability_res

TCU_MNG_SSP_INFO_EVENT

(HCI_IO_Capability_Response_Event, BD_A
IO_Capability, OOB_Data_Present, Authentig

DDR)

ation Required)

Public Key exchange

«TCU MNG SSP INFO EVENT

(HCI_User_Comfirmation_Request_Event, B

TCU MNG SSP SET REQ

D ADDR, Numeric_Value)

(HCI User Confirmation Request Reply,
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TCU MNG SSP_SET RESP
(HCI Command Complete. Status)

__________ Check DHkey >
ink key s TCU_MNG_SSP_INFO_EVENT
(HCI_Simple_Pairing_Complete_Event, BD_ADDR)

Q -
o)
=)
o
=
2
@
Q

TCU_MNG_CONNECTION_STATUS_EVENT

(Status, BD_ADDR,
Connection_Status = 0x03, Link Key, LinkKey_Type)

L2CAP connection request

\ 4
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1.11.5 Pairing with Numeric Comparison from remote device (Local device rejects)

Host

TC35661

Cellular Phone

Femmmmm——————
1

'notifies  ACL :
+link :
+ connection :

1

1
' Remote :
1 . 1
! Device |
i Name :
| |

! notifies
! Number to

_______

i Passkey '
! input
! rejection RN

Page scan enabled

> ACL LINK CONNECTION

REQUEST

LCU_MNG_CONNECTION REQUEST_EVENT

TCU_MNG_CONNECTION_ACCEPT_REQ

ACCEPT ACL LINK REQUEST

_JTCU_MNG_CONNECTION_ACCEPT_RESP

TCU_MNG_CONNECTION_STATUS_EVENT
(Status, BD_ADDR, <

ACL link established

>

Connection_Status = 0x00: Connected)

TCU_MNG_SSP_INFO_EVENT
(HCI_IO_Capability Response_Event, BD_ADDR)

X

LMP_IO_Capability_req

HCI_Authenfication_
Requested_Req

I0_Capability, OOB_Data_Present,
Authentication Required)

TCU_MNG_ REMOTE_DEVICE_NAME_AUTO_N
(BD_ADDR, Length_of _Device_Name, Device_N4g

_TCU_MNG_SSP_INFO_EVENT

OTIFY_EVENT
Ime)

(HCI_IO_Capabllity_Request_Event, BD_ADDR)

TCU_MNG_SSP_SET REQ

(HCI_IO_Capability_Request_Reply, BD_ADDR,
10_Capability, OOB_Data_Present, Authenticati

>

LMP_IO_Capability res

Required)

TCU_MNG_SSP_SET_RESP

HCI_Command_Complete, Status)

b

HCI_IO_Capability
Response_Event

TCU_MNG_SSP_INFO_EVENT

Exchange public key

(HCI_User_Comfirmation_Request_Event,

BBD—ADDR, Numeric_—Value)

TCU MNG SSP _SET REQ

(HCI User Confirmation Request Neaative Repl
TCU_MNG_SSP_SET_RESP

. BD ADDR)

(Command_Complete, HCI_User_Confirmation_R{

TCU_MNG_SSP_INFO_EVENT

quest_Negative_Reply, Status)

(Simple_Pairing_Complete, Status = not 0x00, BD_|

ADDR)

TCU_MNG_CONNECTION_STATUS_EVENT

ACL link disconnection

(Status, BD_ADDR, Connection_Status = 0x01: Dig|

Connected)

v
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1.11.6 Pairing with Just Works from remote device (Local device rejects)

! notifies
! ACL

Host

TC35661

link |

! connection

i notifies
1 Remote
1 .

1 Device
i Name

D T
1

Do not notify ,
1to user (auto
1 response from |

i Host)

N

Enabled Page Scan

dCU _MNG CONNECTION REQUEST EV

Cellular Phone

J> ACL LINK CONNECTION

REQUEST

“TCU _MNG_CONNECTION_ACCEPT REQ

TCU_MNG_CONNECTION_ACCEPT_RESP

<&

<

T

ACCEPT ACL LINK REQUEST

TCU_MNG_CONNECTION_STATUS_EVENT
(Status, BD_ADDR, <

ACL link established

Connection Status = 0x00: Connected)

TCU_MNG_SSP_INFO_EVENT
(HCI_IO_Capability_Response_Event, BD_All

10_Capability, OOB_Data_Present, Authentic

TCU_MNG_ REMOTE_DEVICE_NAME_AUTO_N

|
DDR)

(BD_ADDR, Length_of_Device_Name, Devid

_TCU_MNG_SSP_INFO_EVENT
(HCI_IO_Capability_Request_Event, BD_AD

TCU_MNG_SSP_SET_REQ

(HCI_IO_Capability_Request_Reply, BD_AD

DR,

LMP_IO_Capability_req

HCI_Authenfication_
Requested_Req

htion Required)

DTIFY_EVENT
e_Name)

DR)

LMP_IO_Capability_res

10_Capability, OOB_Data_Present, Authentig

| TCU_MNG_ssP_SET_RESP

(HCI_Command_Complete, Status)

ation Required)

HCI_IO_Capability_
Response_Event

v

TCU_MNG_SSP_INFO_EVENT

Public Key|exchange

(HCI_User_Comfirmation_Request_Event,

BD ADDR. Numeric Value)
TCU MNG SSP_SET REQO

(HCI User Confirmation Request Neqgative
‘TCU_MNG_SSP_SET_RESP

(Command_Complete, HCI_User_Confirmatig

JTCU_MNG_SSP_INFO_EVENT

(Simple_Pairing_Complete, Status = not 0x00

Reply, BD ADDR)

n_Request_Negative_Reply, Status

BD_ADDR)

ACL link disconnection

CU_MNG_CONNECTION_STATUS_EVENT

(Status, BD_ADDR, Connection_Status = 0x0,

: Disconnected)
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1.12 Update Link Key

1.12.1 From remote device after SPP establishment

Cellular Phone

Host TC35661

< SPP Connection Establishment >

TCU SPP_CONNECT EVENT

(Status, BD_ADDR, Negotiated_Frame_Siz¢
Length_of_Device_Name, Device_Name)

7

Update Link Key Req

' This event is notified !
iwhen Link key is!
1 updated from cellular |
! phone. !

___________ e

“~<>:] TCU_MNG_SSP_INFO_EVENT

= al

Update Link Key Resp.

A 4

(HCI_Encription_Key_Reflesh_Complete_Evént,
Status,Connection_Handle)

TCU_MNG_CONNECTION_STATUS_EVENF

I«

(Status, BD_ADDR,
Connection_Status = 0x03: Link Key, Link Key,
Link_key_type)
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End of document
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